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I&A Features

The recent updates have streamlined access when it comes to managing your information in NPPES, PECOS, and
HITECHf you accessed any of these systems prior to Octob®2013, your existing account will still work
just as it did prevously, and has been updated to take advantage of the new features.

Create an Account

Depending on the type of user you are, and how you have setup your acd&4will allow you to access
various CMS computer systems such as NPPES, PECOS, anditdl pE@bira actions such as creating an NPI
or updating Medicare Enrollment information.

Retrieve and Reset Forgotten Usernames and Passwords

All Userswill have theability to retrieve forgotten user IDs and reset forgotten passwdhidsugh the online
tools, rather than contacting CMS External Users Services (EUS).

Unlock an Account

Users who lock their account by incorrectly entering the User ID and/or Password will have the opportunity to
unlock their account through the online tools, rather than awiing CMS ExternblserServices (EUS).

Register to access CMS Systems on behalf of your Organization

AuthorizedOfficialsand Access Managsiwill be able to add their Organization as an employer in I&A, in order
to accesECOSr HITECH on behalf teir Organizationor so their 8 Party Organization can work on behalf
of Providers.

Add and Manage Staff within your Organization

I&A allowsAuthorized Officialand Access Managsrto add and remové&taff fromtheir Organizationand
control the functons accessible to those staff.

Work in CMS Systems on behalfloidividual or OrganizationaProviders

I&A allowsits users toquickly and securely manage connections betwdadividual Providersr Organizational
Providers and their relationships witBurrogates whavork ontheir behalt

IMPORTANT NOTE:
Registering/Updating Information in the Identity & Access Management (I&A) System

Registering or updating information the 1&Asystem does not automatically enroll you in Medicare, register
you foran NPI, or perform any other actions or updates in the PECOS, NPPES, or HITECH systems.

If you created your account prior to Octob&2013, and the information shown under your profile information,
employers, or connections is not accurate pleasahls€&requently Asked Questions (FAQ) for more information
on how to update your information.
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Connections in the Identity & Access Management (I&A) System

Group Practices or any other Organization who act on behalf of Providers as Surrogates, andi@awerndie
Connetions to Individual ProvidersPd) in the ldentity & Access Management (I&A) system may experience an
issue when attempting to access records for these providNBREFRECOSr HITECH (R&AYnNtil a fix can be
implemented you can and any isues by reducing the number BEIthat any one Staff End User within your
Organization has connections to within 1&A. If a usgs @n behalf of 1,000 or led3slthey should not have any
issues accessing records WithRPERECOSr HITECHR&A).

What Type of User are You?

Review the terms Which termbest defines you and your organizatibDepending on your situation it may
change.

Individual Provider/Supplier

1 Anindividual that provides services thledicare beneficiaries angslibmitscaimsto Medicareand/or
reassigns benefits to a@rganizational Providefsuch as a group practice or hospitdiat submits
claims to Medicare on their behalé.g., Provider working for a Group Practice, or Solo Provider)

1 Must have or be eligible for ayfpe 1 NPI in NPPES.

Organizational Povider

1 An Organization that provides nadica itemsand/or servicesto Medicare beneficiaries(e.g, DMEPOS
Supplier, Physician Group Practice, Hosptal) that submits claimsto the Medicare Part Aand/or Part
B programs

1 Must have or be eligible for ype 2 NPl in NPPES.

3" Party Organization

1 A thirdparty organization (e.gbilling agency, credentialing consultant, or other staffing company)
that has business relationstsvith Individual Provides or Organizatonal Providesto work on their
behalf.

Authorized Official(AO)

f  An appointed official of a®rganizational Provideor 3" Party Organizatiorwith the authority to
legally bind that organizatioand conduct business on behalf of the organizatitihanOrganizational
Provider, alsoSy a dzNBS (G KS 2NBIFIyAT FdA2yQa O2YLX AlFyOS 4AGK
instructions.
9 Able toinitiate or acceptsurrogacyconnections, and manage staffh behalf of his or her
organization.
Access Manager (AM

T Anindividial, delegated by the Authorized Official of @nganizational Provideor 3* Party
Organization with the authority to legally bind the organizaticend conduct businesson behalf ofthe
organization If anOrganizational Provideralso ensure the orgahil G A2y Qa O2YLX Al yOS
statutes, regulations and instructions

9 Able to initiate or accepsurrogacyconnections, and manage staff on behalf of his or her
organization.
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StaffEnd Use(SEU)

1 Anindividual (e.g.CredentialingSpecialist, Office Meaager, etc) who has been approved by an
AuthorizedOfficialor an Access Managesf anOrganizational Provideor 3" Party Organizationpr
who has been approved by andividual Provider as an employee of that Organizatiooy is
employed by that Prodier.

1 An employee of aitndividual Provideror Organizational Providethat is authorized to access, view,
and modifyinformation within a ®Scomputer systemson behalf of their employer

Surrogate

1 AnOrganizaional Providerthat has a business relationip with anindividual Providerto access,
view, and modifyinformation within 1Scomputer systemson their behalf;
OR

1 AThird-Party Organizatiorthat has a business relationship with Brdividual Provideror
Organizational Provideto access, view, ananodify information within @1Scomputer systemson
their behalf.

What You Can Do?

Act on behalf ofa
Provider in CMS
systems

Representan  Manage Approve/Manage
Organization Staff Connections

Role

Individual Provider

Authorized Official

Access Manager

StaffEnd User

Surrogate
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Examples - Setting Up Your Account and Gaining Provider Access

CreateYourAccount

If you havereceived arinvitation Email containing a PINandyo@d/ Qi &8 SG K I @ Solldwyhe L 3 !
instructions in sectiofow New I&A Uses Register from a Staff End Users (SBUMAccess ManagdAM)

Invitation.

If you have received almvitation Email cantaining a PINind you alreadyave an I&A accountollow the
instructions in sectiofow anExisting 1&8A User Responds @ Staff End Users (SEQHAcess Manage(AM)
Invitation Access Manager (AM)

page
Y Create Account Now button or selectthe registerlink on the 1&A login

andyou will be navigated to the User Registration page.

CCMSS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
System to manage access to NPPES, PECOS, and EHR incentive

* User ID:

programs, manage staff, and authorize others to access your

* Password:

Use this system to register for

swn )] DECOS e iy
Ny

current enrollment information.

? N Ol
? E t P d . .
orgot Passwor Register to receive EHR

Retrieve Forgotten User ID ( incentive payments for eligible

H professionals and hospitals that

Enter your PIN e ) adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

| [ | )
7T 1 Use this system to apply for

and manage Maticnal Provider
Identifiers (NPIs).

National Plan & Provider Enumeration System

Quick Reference Guide Frequently Asked Questions
/A; Overview of features and tools F Answers to common questions about registration, who

to manage your account. A should register, and how to manage your account.

04/21/2020
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2. Enter your email address and the text seen in the image on the User Registration page. If you have
trouble seeing the image you can either select thedridb Audio link or select the

@ icon to have the image refreshed
R g |

Once you have successfully entered the required data, sele@uhenitbutton

/(:/I\; S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration

* indicates required field(s)

A\ Note: The e-mail address provided must be a
unigue e-mail address for you, and will be the
e-mail address used to contact you regarding
your user account.

= Quick PoF Frequently
[ Reference i Asked
# E-mail Address: . Guide A Questions
Overview of features Answers to common
#* Confirm E-mail Address: and tools to manage questions about

your account. registration, who should
| | register, and how to
manage your account.

Listen to audio

* Enter the text from the image above:

Y |
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3. Enter the required data on the User Security page and selecCtrginuebutton.
Security Questions andh8wers cannot be duplicated. You must select 5 different questions, each

having a unique answedifferent from the other 4 answers).

CM S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

User Registration - User Security

— U

M
=}
=N

Step 1 M step 2 M step 3 &l
User Security ser Info M .

]

# indicates required field(s)

User ID Compliance:

* User ID: * Must be 6-12 alphanumeric characters and unigue within the Identity &

Access Management System and NPPES.

| | * Must not contain more than four numeric characters, any spaces, or any
special characters.

* Must not contain personally identifiable information such as SSN or NPI.

* Password:

| | Password Compliance:
Must be 8-12 alphanumeric characters.

Must contain at least one letter.
Must contain at least one number.
Must contain at least one v

®

®

#* Confirm Password: 2

| -
# Must not contain any invali

®

®

®

®

Must not start with numeric characters.
Must not contain three repeating characters.
Must not be the same as your User ID.
Password must match Confirm Password.

Please select five different security questions and enter their answers below:

# Question 1: * Answer 1:
|Selecl | | |
* Question 2: * Answer 2:
|Select | | |
* Question 3: * Answer 3:
|Selecl | | |
* Question 4: * Answer 4:
|Selecl | | |
#* Question 5: * Answer 5:
|Selecl | | |

oo ) |-
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4. Enter the required data on the User Information page and selecQbetinuebutton.

Logged in as SamElliot Sign Out

@ S Centers for Medicare & Medicaid Services

Identity & Access Management System

User Registration - User Information

3 F:
User Security User Info MFA Setup Review

l Step 1V U Step 2 M step M Fina

Please provide the details below. They will be used to verify your identity.

* indicates required field(s)

Help

« Back to Previous Page

Primary E-mail Address:
sam.elliot@email.com

) |

* First Name: * Personal Phone Number:
Middle Name: * Home Address Line 1:

* Last Name: Home Address Line 2:

Suffix: * Ciity:

| ) |

* Business Phone Number: * Country:

| | |United States |
Fax Number: * State/ Province/ Territory:
| | | SE - Select One ™|
* Date of Birth: (MM/DD/YYYY) * postal/ZIP Code:

* SSN:

04/21/2020
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5. The system will attempt to stadardize your address to meet USPS standards. If the standardized
address is different from what you entered. The system will alert you. We encourage you to use the
standardized address unless it is incorrect.

“ )

Select your address ()

A\ Important Note: Your address has been standardized.
Your address has been standardized to USPS standards to your ensure contact
information is accurate. Both the address you entered and your standardized
address are displayed below. If the standardized address is incorrect, you may
choose to use the address you entered by selecting it below. If you wish to modify
the address, select Cancel to return to the address entry page.

* Use Standardized Address:

719 W Holly Ave

Sterling, VA 20164-4621
United States

Use The Address I Entered:

719 W Holly Ave

Sterling, VA 20164
United States

04/21/2020 10
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6. You will be required to set up at least oNaulti-Factor Authentication (MFA) method. And will be
given the option to set up a second (alternative) method. Select your Primary Authentication Method
from the dropdown list and selecontinue

fl\; S Centers for Medicare & Medicaid Services RS SamEliot  Sign Out

Identity & Access Management System Help

User Registration - Multi-Factor Authentication (MFA) Setup

n Step 1V n Step 2 v Step 3

=
User Security User Info MFA Setup Review

= Back to Previous Page
* indicates required field(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.

Please note the following Text/SMS and Voice Call Details:
* International phone numbers are not supported.
* Standard message and data charges may be applied by your carrier.

* By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permission to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* Authentication Method:

Select Primary Authentication Method ﬂ |

(conmee ) [

¥ Authentication Method:

Phone Number Text/SMS h
E-mail Address
Phone Mumber Voice Call

04/21/2020 11
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7. If you select Enail Address, the -enail address Wil be prepopulated with your primary enail
address you entered when you started registration, however you may change it.

S Centers for Medicare & Medicaid Services R somERist  Sign Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup

l Step 1 W l Step 2 v Step 3 M Fina

User Security User Info MFA Setup Review

# Back to Previous Page

* indicates required figld(s)

We need a way to deliver a temporary code to you to verify your identity. We can do this via a phone
number (either by voice or Text/SMS) or you can choose to have it sent to you in an e-mail. You must
enter this code on the next page.

You must identify at least one method for receiving your verification code; however, you may provide
up to two different methods.
Please note the following Text/SMS and Voice Call Details:

» International phone numbers are not supported.

» Standard message and data charges may be applied by your camer.

= By entering a Mobile Phone Number, you are certifying that you are the account holder or have the holder's
permissicn to use the phone number to receive a Text/SMS message.

Please select a Multi-Factor Authentication Method:

* authentication Method:
E-mail Address |

You can use the E-mail Address associated with your I&A account or enter a new one.

* E-mail Address where you will receive your verification code

|sam.e||iot@email.com |

Select the Send E-mail button to verify that it works.

| con

04/21/2020 12



Identity & Access System Quick Reference Guide

If you select Phone Number Text/SMS, you must enter your 10 digit phone number.
Please select a Multi-Factor Authentication Method:

* Authentication Method:
[Phone Number Text/SMS [v]]

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

((703) 5551212 |

| o

If you select Phone Number Voice Call, yowshamter your 10 digit phone number, and have the ability
to enter an extension.

Please select a Multi-Factor Authentication Method:

* Authentication Method:
|F’hn}ne Number Voice Call |

* Phone Number:
Enter your 10 digit phone number the way you normally dial it.

(703) 5551212 |

Extension:
Enter your phone number extension if applicable.

|12345 |

Y | o

04/21/2020 13
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8. Enter the code you receive and sel&frify Code
If for some reason you do not receive a code, selecRasend Enail (Resend Text/SM8&r Call Agair)

button to have anew code sent to you. If you needdbange your method or update yourraalil
addresses (Phone Number, if you selected Text/SMS or Voice CalltlseRatk to Setup Pagknk to
start the set up again.

(/ S Centers for Medicare & Medicaid Services B ot San Out

Identity & Access Management System (7] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Verify Code

lStep 1w lStep 2 v Step 3 M Fina

User Security User Info MFA Setup Review

« Back to Previous Page

* indicates required field(s)

An E-mail was sent to sam.elliot@email.com

* Enter Code:

Haven't received an E-mail yet? B0 0 Fm =Tl '

Neead to make changes where you receive your code? Back to Setup Page

Verify Code ¥ | concel

04/21/2020 14
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If you selected Phone Number Text/SMS, youseié the following on the verification page

A Text/SMS was sent to (703) 555-1212

* Enter Code: | |

Haven't received a Text/SMS yet? Qe LML= L '

Meed to make changes where you receive your code? Back to Setup Page

If you selected Phone Number Voicall, you will see the following on the verification page

A call was made to (703) 555-1212 X 12345

* Enter Code:

63814 |

Haven't received a call yet? [le1ILY 0] }

Need to make changes where you receive your code? Back to Setup Page

04/21/2020
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9. Your Primary MFA Method was successfully set up. You magmaegeto either set up an
alternative (secondjnethod, orComplete your registration.

MS Centers for Medicare & Medicaid Services B> =0 ™Mot Sign Gut

Identity & Access Management System (2] Help

User Registration - Multi-Factor Authentication (MFA) Setup - Primary MFA Setup Complete

Step 1 ¥ Step 2 W Step 3 N
User Security ) User Info ) MFA Setup )

(D Congratulations, your Phone Number (703) 555-1212 X 12345 was successfully verified! This will be used to
verify your identity upon logaging in.

If you wish to set up an Alternative MFA method, please select Begin Alternative Setup.

Begin Alternative Setup '

e

10. Your registration is complete, select t@®ntinue to Homegage button to be navigated to your I&A
Home page
User Registration - Registration Complete

lStep 1v IStep 2w Step 3 WV Final

User Security User Info MFA Setup Complete

‘ (@ Congratulations, your account has been successfully created.

« If you are an Individual Provider, you will be able to see all assaciations with your NPL.

« If you are an Authorized Official or Access Manager, you will need to add your employer(s) to manage staff and
connections associated with your employer(s).

« If you are a Staff End User, you may add your employer and ask an Authorized Official or Access Manager associated
with your employer to grant you access; or you can ask an Authorized Official or Access Manager associated with your
employer to invite you to work on the behalf of the employer.

Continue To Home Page ’

04/21/2020 16
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11. You have successfully created your I&A account.

Identity & Access Management System

Home My Profile My Connections

Home
Welcome to the Identity and Access Management System!
Are you an Individual Provider?

We have not been able to locate an NPI record that matches the information you
provided. If you are an individual who provides health care services, please register for
an NPT {or update your existing information) hefore you login to any additional CMS
systems.

Are you responsible for an Organization?

If you are the Authorized Official or Access Manager for a Healthcare Organization (or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval process.

None of above?

If you do not match either description above, please review the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

Quick Reference Guide
Overview of features and tools to manage your account.

Frequently Asked Questions

your account.

News & Alerts

(D EUS Contact Information:

External User Services
(EUS)

PO Box 792750

San Antonio, Texas 78279

https://eus.custhelp.com

Application Links

NPPES
National Plan and Provider
Enumeration System

PECOS

Medicare Provider
Enroliment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System

Answers to common questions about registration, who should register, and how to manage

04/21/2020
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(Cm S Centers for Medicare & Medicaid Services ~ 'c99°d in @ Semelliot _ sign out

Identity & Access Management System (2] Help
Home My Profile My Connections
My Profile

My Information

Name: Sam Elliot Home Address: 719 W Holly Ave
Sterling VA 20164-4621
Date of Birth: 07/07/1991 United States

SS5N: XXX-XX-7297

Business Phone Number: 654-654-6546 X 54654 Personal Phone Number: 703-430-9207

Fax Number: Madify My Information |

Primary E-mail Address: sam.elliot@email.com Modify Primary E-mail |

Password Multi-Factor Authentication (MFA)
Your Password will expire in 57 day(s). Setup/Change your MFA Methods
Change Password » MFA Setup »

Security

Change Security Questions & Answers »

Employer Information

Show:

All Employers

O Only Approved Employers

O only Approved and Pending Employers

O only Cancelled, Disassociated, and Rejected Employers

Search By: *Employer Name Search Clear

No Employers Exist.

My Role with this My Status with this
Employer = Employer «

If you wish to add an employer, click "Add an Employer". | Add an Employer |

Changes to your access to a provider in PECOS or the EHR Incentive Program may not take effect forup to 8
hours.

Employer = PECOS EHR NPPES

If you are requesting to be an AO or DO for an employer and you are an approved AO or DO in PECOS for that
employer, your request will be automatically approved within 24 hours.

04/21/2020 18
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Forgotten Password oAccountLocked due to laalid PasswordAttempts

Your account will be locked if you incorrectly entered your User ID and/or Pastweedtimes. When this
happens you will receive the following error message and will have the opportunity to unlock your account
online by resettingyour Password.

(i Attention: This user account is locked. Please select Forgot Password to unlock your account.

1. Select theForgot Passwordhyperlink within the error message or below tlségn Inbutton on thel&A
Sign Impage.

2. OntheReset Forgotten PasswocdJser IDpage, enter the User ID associated with locked account and
selectthe Continue button.

Centers for Medicare & Medicaid Services

Identity & Access Management System Help

« Back to Previous Page

Reset Forgotten Password - User ID

* jndicates required field(s)

* User ID:

Retrieve Forgotten User ID

Continue 3

04/21/2020 19
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3. On theReset Forgotten PasswocdChallenge Informatiopage,you have the choice ddither entering
the User Information associated witfour locked accounbr answering three of your Security Questions
Enter the dataandselectthe appropiiate Continuebutton.

Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Forgotten Password - Challenge Information

« Back to Previous Page

M\ Note: To reset your password you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,

you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your password.

* indicates required field(s)

Security Questions OR  User Information
*Security Question 1: * Social Security Number (Enter Last 4
Digits):

What size shoe do you wear?

*Security Question 2: * Date of Birth:
What is your favorite food? Ex: (MM/DD/W)

*Security Question 3:
Who is your mortgage lender? * First Name:

* Personal Phone Number:
* Home ZIP/ Postal Code:
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4. On theReset Passworgage, enter your new password asdlectthe Resetbutton.
The Password Compliance section of the Reset Password page will aid you in creating your new password.
When the compliance is met, you will see a grebeckmark next to the compliance. When compliance is
not met, you will see a red X.

CMS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must not contain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRVILARRRLLKE

| conce

A A 7 ~ A A

S 4dz2NB G2 @GAS¢ GKS tAald 2F QI t A RaliddpSi@rhabcteOKF NI OG SN

Please enter your current p d, a new p: d, and the new password again for verification:

* Current Password: Password Compliance:

Must be different from your previous & passwords.
| | Passwords may only be changed once every 24 hours.
Must be different from the previous password by at least 6 characters
Must be 8-12 alphanumeric characters.
Must contain at least one letter.
Must contain at least one number.
Must contain at least one
Must not contain any inval
Must not start with numeric characters.
Must not contain three repeating characters.
Must not contain your first name or last name.
Must not be the same as your User ID.
New Password must match Confirm New Password.

* New Password:

* Confirm New Password:

ecial Characters: @ # & ) (-_"".,*;:/§!

RS
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5. When you receive th&®eset Forgotten PasswocdConfrmation, you will have successfully unlocked the
account withoutinvolvingEUS.You carthen selectthe Continue to Login Pageutton to login to 1&Aor
navigate to theNPPESECOS/EHR system and login.

Reset Forgotten Password - Confirmation

‘-x Your password has been reset.
&l

Continue to Login Page ’
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RetrieveForgottenUser ID

(0]
(0]

On the I&A Sign Irpageselect theRetrieve Forgotten User I1Byperlink.

On theRetrieve Forgotten User IDnformationpage, you can chose to enter yosmail
InformationORUser Informatiorassociated with your accoumaind thenselectthe Continue
button.

When you choose tenter yourEmail Information, on theRetrieve Forgotten User ID
Confirmation you will see that your user ID has been sent to theal address providedSelect
the Continue to Login Paglutton to continue.

When you choose to enter User Informatiassodated with your account, o the Retrieve
Forgotten User 1D Confirmation page, you will see the user ID associated with your user
information. Selectthe Continue to Change Passwohditton to continue.

On theReset Passworpdage, enter your new pasvord andselectthe Resetbutton.

Onthe Reset Forgotten Passwordonfirmationpage, you will see that your password has been
reset. Selectthe Continue to Login Pageutton to continue. You will also receive a confirmation
e-mail informing you that gur password has been changed.

See an example screen shot of the Retrieve Forgotten Usdnfbrmation page below

04/21/2020
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(ﬁ S Centers for Medicare & Medicaid Services

Identity & Access Management System (z) Help

Retrieve Forgotten User ID - Information

« Back to Previous Page

/i, Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and

enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR  User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

# Date of Birth:

\ |

* First Name:

\ |
# Last Name:

\ |
# Personal Phone Number:

\ |

#* Home ZIP/ Postal Code:

\ |
CrE—

Logging into 1&A with MFA

1. First you enter your User ID and Password, and selecEidpe Inbutton.
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é’—l\jl S Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Authorized users are able to sign in to the Identity & Access Management System. If you are a new user you must first register.

Sign In One account to access multiple systems

* indicates required field(s) Create one account with the Identity & Access Management
* 0 D System to manage access to NPPES, PECOS, and EHR incentive
ol z programs, manage staff, and authorize others to access your

WillSmith
information. KEE=IERT R '

* Password:

Use this system to register for

ETE— DECOS oo sina o
Ny

current enrollment information.

******** Register to receive EHR
incentive payments for eligible
professionals and hospitals that
adopt, implement and upgrade
or demonstrate meaningful use
with certified EHR technology.

[ ] |
11 | Use this system to apply for

and manage National Provider
Identifiers (NPIs).

Retrieve Forgotten User 1D

@ Enter your PIN

Natonal Plan & Provider Enumeraton System

Frequently Asked Questions
Answers to common questions about registration, who
should register, and how to manage your account.

Quick Reference Guide
Overview of features and tools
to manage your account.

04/21/2020
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2. Then you select which MRAethods you wish to use authenticate. If you have only defined/set up one,
then you will only have one choice. Select 8end Verification Codéutton to have your code sent to
your selected device.

Identity & Access Management System () Help

Multi-Factor Authentication (MFA) - Method

* indicates required field(s)

We would like to send you a code to verify your identity.

* Select where you wish to receive your verification code:
@® primary Authentication Method: Phone Number Text/SMS: (30xx)xxx-4846
O Alternative Authentication Method: E-mail Address: J*****@TPGSI.COM

Need to make changes where you receive your code? Reset MFA

| conn
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3. You will then be asked if you are logging into the systena Public or Private device. If you are using a
private device, and you agree to let the system store a cookie on your device browser, you will be able to
bypass MFA when logging into I&A for the next 24 hours.

Enter your code and select théerify Codebutton. If you are having trouble getting the codeneed a new
code sent, select th8end New Codbutton.

Identity & Access Management System (Z) Help

Multi-Factor Authentication (MFA) - Verification

* indicates required figld(s)

Your Verification Code will be sent to:
* Select where you wish to receive your verification code:
® primary Authentication Method: Phone Number Text/SMS: (o0 )xxx-4846
O Alternative Authentication Method: E-mail Address: J*****@TPGSI.COM
* Are you logging in to the system on a Public or Private device?

O This is a Private Device

* Enter Code:

Haven't received the code yet or need a new code? Rels i lii=" e }

Verify Code ) | cancel
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4. If you selecPrivate Deviceyou will see the following popp window. If you give your consent to allow
the system to store a cookie on you dew browser, you will be able to bypass MFA when logging into I&A

for the next 24 hours.

F
(X)

Consent

~

By selecting the Consent button, you are agreeing to let the system install a cookie on
your Private Device Browser. This will give you the ability to bypass Multi-Factor
Authentication for the next 24 hours when logging into the system.

| Consent | | Decline |
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Account is MFAMulti-Factor Authentication).ocked

Your account will become MFA locked if you fail to correctly enter your MFA code before exhausting you
maximun number of attemptsWhen this happens, you will navigated to thiilti-Factor Authentication (MFA)
¢ Lockedbage where you need to select tieset/Unlock MFAutton.

1. You will then be navigated to thHieeset/Unlock MultFactor Authentication (MFA)Challenge
Information pagewhereyou have the choice of either entering the User Information associated with
your locked account or answering three of your Security Questions. Enter the data and select the
appropriate Continue button.

Identity & Access Management System Help

Reset/Unlock Multi-Factor Authentication (MFA) - Challenge Information

« Back to Previous Page

[\ Note: To reset/unlock your MFA you will need to successfully complete one of the following two options:

1. Correctly answer three Security Questions associated with your account.
2. Enter the User Information associated with your account.

If you choose Option 1, and are unable to correctly answer three of the Security Questions associated with your account,

you will be required to complete Option 2 and correctly enter the User Information associated with your account before
being allowed to reset your MFA.

* indicates required figld(s)

Security Questions OR  User Information

#*Sacurity Question 1: * Social Security Number (Enter Last 4 Digits):
Who is your mortgage lender? | |

*Security Question 2: EXP?LEM?{) g:,\ﬁ'.{.(]

What size shoe do you wear?

*Security Question 3: * First Name:
What was the color of your first car? | |

| | * Last Name:
| |
* Personal Phone Number:
| |
* Home ZIP/ Postal Code:
| |
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2. If you enter the corect information, you will be navigated to tHeeset/Unlock MultiFactor
Authentication (MFAY Confirmationpage. Here you will be able to modify (delete existing and/or
add new) your MFA method agb and/orProceed to Log into I&A

Identity & Access Management System (7] Help

Reset/Unlock Multi-Factor Authentication (MFA) - Confirmation

Your Multi-Factor Authentication has been resst/unlockad.

Multi-Factor Authentication Setup

Primary Authentication Method

Phone Mumber Text/SMS (703) 555-4846 Delete this Authentication Method

Alternative Authentication Method

Add Authentication Method

Proceed o Log into I8A
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Register as a Authorized Offical, Access Manageor Staff End Usefor your employer

Once you have created your 1&A account by followingitiseructionsoutlined in theCreate Your Account
section of this documentyoucan request to be an Authorizédfficdal or an Access Managdor your
organization.

1. Log in to your I&A account.

2. OntheHometab pleaseread(i K fre yuresponsible for an Organizatignparagraph. It will
instruct you to selecthe My Profile tab

Logged in as Hamid101 Sign Out

» Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Home My Profile My Connections

Home
News & Alerts
Welcome to the Identity and Access Management System! (D) EUS Contact Information:
External User Services
Are you an Individual Provider? EE
~ ceme T ! PO Box 792750
San Antonio, Texas 78279
We have not been able to locate an NPI record that matches the infermation you https://eus.custhelp.com
provided. If you are an individual who provides health care services, please register for
&n MNPI (or update your existing information) before you login to any additional CMS

systems. Application Links

3. On theMy Profiletab, scroll to the bottom othe page- under Employer Informationand select the

Are you responsible for an Organization?

If you are the Authorized Official or Access Manager for a Healthcare Organization (or a
3rd Party Company, such as a billing or credentialing management company that does
not provide health care services, but works on behalf of health care providers), select
the My Profile section and add your employers to begin the approval process.

Mane of above?

If you do not match either description above, please review the Frequently Asked
Questions (FAQ) below and/or contact your supervisor and ask that they invite you to
register as a member of their staff. If they have not registered already, they will need
to do so.

Quick Reference Guide

NPPES
National Plan and Provider
Enumeration System

PECOS

Medicare Provider
Enrollment, Chain, and
Ownership System

EHR Incentive Programs
Promoting Interoperability
Programs Registration
System

POF
4 Overview of features and tools to manage your account.
./T\.
C Frequently Asked Questions
4 Answers to common questions about registration, who should register, and how to manage
A your account.

Add an Employebutton.

Employer Information
My Role with this My Status with this
Employer v Employer ~ Employer v PECOS EHR NPPES
No Employer Exists
If you wish to add an employer, click "Add an Employer”. | Add an Employer |
04/21/2020 31
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4. On theMy Profile- Add Employer Seargtage, eter criteria to search for your employer aselect
the Searchbutton. (NPI Search is recommended for Organizational Progigéth an existing NPI.)
Help

Identity & Access Management System

Home My Profile My Connections

My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL If you are

searching for a Provider to work on their behalf, please use My Connections.

Organization Name:| |NPI: | Search
First Name: | |Last Name:| |
| |state:  |SE-Select One [v] z1P:|

City:
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5. If yourEmployer is returned in the search, select the Employer from théyistlecing on the radd
button next to the employer.

1 NOTE:If your Employer isot found in the Searctselectthe Add Employer Not in Ligdbutton.
Enter all of the required fieldsselect the email address that you wish to use for the Emplayer

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPL. If you are
searching for a Provider to work on their behalf, please use My Connections.

Organization Name: ) NPI: |;|523345414 | Search
First Name: Last Name:| |
City: State: |se - Select One [v]|ZTP:

Search Results

Name 2:'“9 HEREES Address View NPI View Other Name
Cox Pharmacy 1528348414 5170 Sumerduck Rd | View NPI(s) | View Other Name(s) ]
Sumerduck, VA
22742

United States

If your employer information does not exist, please select "Add Employer Not in List". Add Employer Not in List
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6. Once youwselecton the radio button, the page will expand so that you calest the role you ee
requesting for this employer:
1 Authorized Official(sighatory for your organization authorized to legally bind the organization in
agreements)
1 Access Managefmanaging users, updating account information for your provider/organization
1 Staff End Usefworking in approved CMS applications for your providerérgation)

& Centers for Medicare & Medicaid Services e o niaa
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Add Employer Search « Back to Previous Page

Search for Organizations or Individual Providers that you wish to be associated with as your employer. You can search by
entering one or more of the following: Organization Name, Individual Provider's Last Name, City, State, ZIP or NPI. If you are
searching for a Provider to work on their behalf, please use My Cannections.

Organization Name: ‘uusseH pharmacy |NF‘I: | ‘ Search
First Name: ‘ |Last Name:l ‘
City: | |state: | 5E - Select One v |21P|

Search Results

Name g;)ing EETES opp Address View NPT View Other Name
TRUSSELL 1750862672 719 W Holly Ave View NPI(s) View Other Name(s)
PHARMACY Sterling, VA 20164

United States
trussell 8888 first street
pharmacy warrenton, 20186

United States

/i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authonzed Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
# Use My Primary E-mail Address OR Enter Employer E-mail Address:  Confirm E-mail Address:

* Please select the role you are requesting for this employer:

-- Select One - v

Authorized Official (signatory for your organization authorized to legally bind the organization in agreements)
Access Manager (managing users, updating account information for your provider/organization)
Staff End User (working in approved CMS i for your provi ization)
If your employer information does not exist, please select “Add Employer Not m List . | Add Employer Mot in Lis|

7. Depending on the Role selection you make the page will further expand.
Authorized Officials must attest to being an AuthoriZafficialfor your employer by checking the

checkbox.
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Search Results

Doing Business
As

9 Man, Jackie 1497035927 713 W Hally NS A View Other Name{s) |
Ave,Starling V&

Sterling, VA 20164
United States

Name NPI Address View NPL View Other Name

/i, Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access te. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
Bl Usa My Primary E-mail Address OR Enter Employer E-mail Address: Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Authorized Official (signatory for your organizstion authorized to legally bind the organization in agreements)
Access Manager (managing users, updating account information for your providerforganization) b

Staff End User {working in approved CM5S applileations for your provider/organization)

If your employer information does not exist, please select "Add Employer Mot in List". | Add Employer Mot in List

Access Managemnd Staff End Users must enter the requinefbrmation about an Authorize®fficial
for your employer.

/i Important Note: Once approved, Authorized Officials and Access Managers will automatically have access to all
Business Functions for their employer and any provider they have been granted access to. Staff End Users must be
granted access to Business Functions by an Authorized Official or Access Manager of the employer.

* Identify the Contact E-mail Address for this Employer:
¥ Use My Primary E-mail Address ~ OR Enter Employer E-mail Address:  Confirm E-mail Address:

* Please select the role you are requesting for this employer:

Access Manager (managing users, updating account information for your provideriorganization) v

Please provide the required Authorized Official information associated with this employer:
*Authorized Official Name:

[ |

* Authorized Official Title:

[ |

*Authorized Official Phone:

[ |

* Authorized Official E-mail Address:

[ |

* Authorized Official Confirm E-mail Address:

If your employer information does not exist, please select "Add Employer Not in List". | Add Employer Not in List

[swme ) SR

8. On theMy Profile- Add Employer Confirmation and Reviewage, review the actions you will need to
take in order to be apmved as the Authorized Officighccess Managepor Staff End Useandselect
the Donebutton. A confirmation email will be sent to you.
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T

Reviewpage

Identity & Access Management System (@ Help
Home My Profile My Connections My Staff
My Profile » Add Employer » Confirmation and Review Back to Previous Page

&) Print this page

You are requesting to be a(n) Authorized Contact Information
Official:
External User Services (EUS)
* You must submit to the EUS help desk a copy of PO Box 792750 d !
the CE 57_5 or aggrnved alternate] for the San Antonio, Texas 78279
organization for which you have requested to Phone: 1-866-484-8045
work on behalf of as a Authorized Official (To help TTY: 1-866-523-4753

expedite your request please write the I&A
Tracking ID on the copy of the CP 575 you submit
to EUS).

® You will receive an e-mail from EUS when your
request has been processed.

[ EUSSupport@cai.com

The employer you have registered for is:

Legal Business Name EIN Mailing Address Phone Number Request Tracking 1D
Cox Pharmacy FEEITF0099 5170 Sumerduck Rd 540-347-3995 AG61557808
Sumerduck VA
22742-2043

Document Management:

You can upload, view, and delete documents. You can also view, edit, and modify comments related to the uploaded
documents.
[=) More information sbout Uploaded Documents
+ Type of documents that can be uploaded should be formatted PDF, GIF, or JPEG files.
» Maximum size of file that can be uploaded is 10 MB.
+ Total number of uploaded documents limited to 5.
* Decuments may only be deleted when the status of the Request is Pending or Rejectad.
Type of Documents:
» CP575
s Other Approved IRS Document

0 of the total required 1 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document

NPI(s) associated with your employer are:

NPI Legal Business Name Location

1528348414 Cox Pharmacy 5170 Sumerduck Rd
Sumerduck, VA

If y ou are requesting to be an Authorized Official:

I You must submit to the EUS help desk a copy of the CP 575
organization for which you have requested to work on behalf of as

[or approv ed alternate]

If you are already listed as the Authoriz&fficialor an Access Managéor an Organizational
Provider, which is currently enrolled in Medicare then your application should beoapgr
immediately.

If your Organization is not currently enrolled, not eligible to enroll, or you are not already listed as
an AO oAM for an enrolled Medicare Provider you will be required to submit verification
information to CMS External Users Serviftgseview before you can be approved.

0 The verification documents can be uploaded on Add Employed4 Confirmation and

for the

an Authorized Official (To help

04/21/2020

36



Identity & Access System Quick Reference Guide

expedite your request please write the 1&A Tracking ID on the copy of the CP 575 you submit to
EUS).

T Youwill receive ane -mail from EUS when your request has been processed.

If y ou are requesting to be an Access Manager

You MUST complete Option A or Option B below before your registration to act on behalf of the
Organization below will take effect in CMS applications.

1 OPTION A:
Print, Si gn and Submit to CMS the Access Manager Certification  for this request, along with the CP

575 [or approved alternate] issued by the IRS  for the Organization for which you are requesting to
be an Access Manager

i1 OPTION B:

Please have an existing Authorized Official for this Organization approve your request by logging in
to this system.

Ify ouarer equestingtobea Staff End User:
You MUS T complete Option A or Option B below before you can act on behalf of the Organization in
CMS applications.

i1 OPTION A:

Please have an existing Authorized Official for this Organization approve your request by logging in
to the I&A system.

i1 OPTION B:

If you are only trying to gain access to your organization's Type 2 NPIs in NPPES, you can contact
the NPI Enumerator for assistance.

9. You can track yourmployerrequest status at the bottom of youmy Profiletab.

Important Note: Once your Authorized Officidlccess Manageequest is approved, please waip to 2
hours for your account to synchronize before attempting to access the HITECH system.
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How to Setup YouAccount if you are a Sole Owner

Note: As a Sole Owner you have both an Individual Provide(TyBe 1 NPI) and arganization NPI (Type
2 NPI).If you have not applied for your NPIs, please do so before continuing with the I&A steps bidoav.
Sole Owner you must includeth NPIs, Type 1 and Type 2, ontybly Profiletab under the Employer
Information section. Below are additional details on this setup.

1. Log in to your I&A accountith your Type 1 user ID and password

2. On theMy Profiletabscroll to the bottom of the page. ttler Employer Informatiorsection youwill
be listed as the Autbrized Official of yourself (your Type 1 NPI).

3. Next, add your Type 2 NPI under the Employer Information section. To do so,tbel&dd an
Employerbutton underthe Employer Informationand follow the instructions outlined in the
GRegister as an Authdzed Official Access Manageror Staff End User for your employer 8 SOG A 2 y
this document to register as the Authorized Official of your Organization

4. You cartrack your Authorized Officiabquest status at the bottom of youy Profile tab.

Employernnformation section of thévly Profiletab with the employers collapsed

My Role with this My Status with this

Employer « Employer v Employer ~ PECOS EHR NPPES
Cox Pharmacy Authorized Official Pending Approval YES YES YES
Tracking Id
AG1712555
Cox, Aaron Authorized Official Approved YES YES YES
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Employer Information section of thdy Profiletab with the employers expanded

My Role with this My Status with this

Employer Employer Employer -

PECOS EHR NPPES
aaab Access Manager Rejected YES YES YES
Tracking Id D64282

E] Aalskdfhawioeru Access Manager Approved YES YES YES
EIN: **-*=%4224

Mailing Address:

400 Red Brook Blvd

Owings Mills, MD, 21117-5172

United States

Phone Number: 555-5553-2367

Fax Number:

My E-mail:

jared.wolber@tpgsi.com

Edit E-mail Address

Maodify Employer Information

View Authorized Cfficial(s)

View Access Manager(s)

Requast Role Change

Wiew Ofher Name(s)

View Uploaded Document(s)

View NPI(s)

Disassotiate From Employer

= Callahan, Joan Access Manager Approved YES YES YES

NPI: 1053381996

Mailing Address:

603 W Church Rd

Sterling, VA, 20164-4609

United States

Phone Number: 703-430-4444
Fax Number:

My E-mail:
jared.wolber@tpgsi.com

Edit E-mail Address

View Authorized Cfficial(s)

View Access Manager(s)

Wiew Other Name(s)

View Uploaded Document(s)

Disassociate From Employer

test Authorized Official Approved YES YES Y¥ES
TEST Authorized Official Cancelled YES YES YES

Test Authorized Official Disassociated YES YES YES

Important Note: Once your Authorized Officiegéquest is approved, please wait up2dours for yar
account to synchronize before attempting to access the HITE{Rystem.
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How to Initiate a Connection (Surrogate) Request to a Provider

1. As an Authorize®ffidall Access Managelog in to your I&A account
2. OntheMy Connectiongab, select the employethat you are going to create a surrogacy connection
for by selecting the (plus sign iconhiext the employer name.

(l;ﬂ S Centers for Medicare & Medicaid Services B ™ Out

COPTI o RIS VI

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or erganizations that work on the
Providers® behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: “Employer Name Search Clear

Cox Pharmacy  EIN:™*-===0099

Cox, Aaron NPI:1710268602
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1 To requesto have your employework on behalf ofa provider select the~ind Providerbutton

9 To request to an organization to work onhagf of your Provider Organization, select thdd
Surrogatebutton

o NOTE: if you employer does not have an Active NPIAtteSurrogatebutton will not display

(=] Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Cox Pharmacy has authorized the following surrogates:

The following Individual{s) or Organization(s) have been authorized to work on behalf of Cox Pharmacy Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox Pharmacy.

Add Surrogate

Name Tracking ID Business Function Access Status

Doe, John
Eye Care, PC

EIN:=*-=**0099

.....

= Cox, Aaron
Cox, Aaron is a surrogate for the following providers:

Cox, Aaron has been authorized to work on behalf of the Individual Provider(s) or Healthcare Qrganization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Cox, Aaron has authorized the following surrogates:

The following Individual{s) or Organization(s) have been authorized to work on behalf of Cox, Aaron Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox, Aaron.

Add Surrogate

NPI:1710268602
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3. Onthe Add ProvidéAdd Surrogatescreen enter either thesearch criteria and seletihe Seach

button
Identity & Access Management System [Z] Help
Home My Profile My Connections My Staff

My Connection » Add Provider

Search for an Organization or an Individual Provider that you wish to be assodated with as a surrogate to work on their behalf,
You can search by entering one or more of the following: Organization Name, Individual Provider's Last Mame, City, State, ZIP

or NPL.
DOrganization Name:l | NPI:l | Searnch
First Name:l |Last Hame:l |
City: | | State: |SE - Select One [v] ZIp: |

4. ' yRSNJ GKS aSOdGA2y a{SINOK wSadz Ga¢z aSt SO
screen so that you can select the business functions you would like to access on behalf of the
provider. Select the checkbox next to PEEBIR/NPPES aseélectthe Continuebutton

Search Results

Name » NPI Business Mailing Address

1427338003 719 W Holly Ave

SINATVY, JRJIN
Sterlir g, VA 20164-4621

View Other Name(s)

Select the business function(s) you would like to access
on behalf of the provider:

[lpecos
1 EHR Incentive Program

[ nPPES
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5. On theAdd ProviderConfirmation page (Add Surrogate Confirmation page if you are adding a
surrogate) review the information on the page for accuradfyyou wish to receive a copy of the
connection request enail notification that will be sent to the provider, enter yownegail address in
the Additional Email Address fieldSelectthe Submitbutton to move forward with the request.

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Connection » Add Provider « Back to Previous Page

[\ You have requested to work on behalf of JON SNOW as a surrogate. Once the connection has been approved, you will
automatically be connected to all associated NPI's. Review the information listed below before you continue.

Name: JON SNOW

Business Function(s) Selected:

* PECOS
* EHR Incentive Program
* NPPES

To send this connection request notification to a another e-mail address in addition to what is currently on file for this
provider, enter the additional e-mail address below.

Additional E-mail Address: |

NPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

719 W Holly Ave,

LEL S T pr/ERIIE Sterling, VA 20164-4621

Y | -

NOTE Once youselectthe Submit button an enail will be sent to the prader/surrogate and a copy will be
sent to the email address entered in the Additionahail Address fieldhotifying him/her of your
surrogacy connectiorequest. Please also note that ybave not completedhe connection request steps

until youseled the Donebutton at the bottom of theAdd Provided Review/ Add Surrogatd Review
page seen below
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6. On theAdd Provider4 Review or Add Surrogated Reviewpage you will see a summary of your
connection request.

Home My Profile My Connections My Staff

My Connection » Add Provider » Review

(& Print this page

(@ You have successfully submitted a connection request to work on behalf of the provider referenced below. The details of
your connection request appear below. Confirmation of this request has been sent to your e-mail address as well as to
the e-mail address of the provider. You will receive notification via e-mail ence the provider has approved or rejected
your request.

You may print this page for your records.

Name: JON SNOW
Business Function(s) Selected:

= EHR Incentive Program

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724779

Business Function(s) Selected:
= PECOS

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724778

Business Function(s) Selected:
= NPPES

Date Request Submitted: 07/31/2019
Connection Request Status: Pending
Tracking ID: 57724780

Document Management:

You can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
(#IMore information about Uploaded Documents

File Name Document Type Comments Date Added Actions

Add a Document |

MNPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

719 W Holly Ave,
JON SNOW 1427338003 Sterling, VA 20164-4621
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Note: Once you have successfully creayedir surrogacy connection requests, the request must be
approved before the surrogate can work on behalf of the provider in the requested systems.

If asurrogateinitiatesa Connection Request to an Individual Provjdére surrogate has the option of
printing out theOptional Surrogacy Confirmatioiink to the form is on the top of the page) and have the
Provider sign the form, then upload the form along with the additional required documents, to have EUS
approve the connection request on the Provitei 6 SKI f T ®

For more information about Uploading Documents see sedtiow toUpload Documents

Mame: JON SNOW

Optional Surrogacy Confirmation

e = e e e 22 F_ % o

Document Management:
You can upload, view, and delete decuments. You can also view, edit. and modify comments related to the uploaded documents.
[=] More information zbout Uplozded Documents

= Type of documents that can be uploaded should be fermatted PDF, GIF, or JPEG files.

* Maximum size of file that can be uploaded is 10 MB.

= Total number of uploaded decuments limited to 5.
* Documents may only be deleted when the status of the Request is Pending or Rejected.

Type of Documents:
= Surrogacy Confirmation Form

* Letter 147C
= Copy of Photo Identification Document

0 of the total required 3 documents for completion have been uploaded.

File Namea Document Type Comments Date Added Actions

Add a Docurment
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7. After youselectthe Donebutton you willbe returned to theMy Connectiongab where you will now
see the newly added Provider.

-----

i=! Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed
here.

Find Provider

Name NPI Tracking ID Business Function Access Status

SNOW, JON

8. Ifyouselectthe+]A O2y ySEG (2 (KS IsheRhebusth&ssliingtions land Status 8f2 dz
each surrogacy connection request associated with Provider.

(=] Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed

here.
Find Prowvider
Name NPI Tracking ID Business Function Access Status
(=] snow, Jon 1427338003 S7724778 PECOS Pending
57724779 EHR Incentive Program Pending
S7724780 NPPES Pending
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Note: Once you have created a Surrogacy Connection to an Individual Providestiague work on behalf of
the provider, you can access the Optional Surrogacy Confirmation form fro@aeection Detaipage by
selecting theTracking Ibn the My Connectiongab.

Centers for Medicare & Medicaid Services Lt b o 673172050 S05TAR
Identity & Access Management System (2] Help
Home My Profile My Connections My Staff
My Connection » Connection Detail = Back to Previous Page

Provider Details

Name: JON SNOW Phone: 703-430-9207
View Other Name(s] | NPI: 1427338003

Doing Business As (DBA):

Business Mailing Address: 719 W Holly Ave

City: Sterling
State:
ZIP Code: 20164-4621

E-mail Address:

Business Functions Details Optional Surrogacy Confirmation
Business Function Requested Date Access Status Tracking ID Available Actions
PECOS 07/31/2019 Pending 57724778
EHR Incentive Program 07/31/2019 Pending S7724779
NPPES 07/31/2019 Pending 57724780

Document Management:

You can upload, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents
More information about Uploaded Documents

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document

NPI(s) Associated with this Provider:

Provider Name Doing Business As NPI Business Mailing Address

JON SNOW 1427338003 719 W Holly Ave, Sterling, VA 20164-4621
Notes

Date Account Activity Note

07/31/2019 Access to PECOS was requested.

07/31/2019 Access to NPPES was requested.

07/31/2019 Access to EHR Incentive Program was

requested.
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Howto Approve/Reject aSurrogacy ConnectioRequest

After the provder/surrogatereceives the conectionrequest email,an Authorized Officiabf Access Manager
for the Provider or Organizatiazantake the following steps to approieject the request.

1. Loginto I&A
a. if the user does not already have an account segtiea Create an Account

b. if, once logged into I1&A if the user is not an Authorized Offici@moiccess Managdor the health
care provider, see sectidRegister asrmAuthorized Offi@l, Access Managear Staff End Usdor

your employer

If the user is an approved Authoriz@fficialor Access Managdor the Provider or Surrogate
organization that did noinitiate the surrogacy request, the user can Approve/Reject pending surrogacy
connection requestfrom either the Home tab or via the My Connection tab.

2. ToApproveor Rejectpending Connectiongia theHometab, select the Business Function(s) you wish
to Approveor Rejectand then select the appropriate buttolpprove All Selectedr Reject All
Seleted).

Note: Thereis aseparatecheck box for each Business Function for each provider/surrogate

Home My Profile My Connections My Staff
Home

(D EUS Contact Information:
tern ser Services

your organization E

ho have requested

proving these requests wi

Provider Surrogate PECOS EHR NPPES
Cox Pharmacy

Select Al Approve All Selected Regect All Selected

!\ Total Pending Surrogates: 3

[=] Pending Requests

Surrogate Provider PECOS EHR NPPES
Cox Pharmacy

Select Al Approve All Selecied Regect All Selected

3. ToApproveor Rejectpending Connectiongia theMy Connectiongab,
a. expand the employer by selecting t/[*] next to the employer name
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Home My Profile My Connections My Staff

My Connections

Connections will allow you to create surrogate relationships between Providers and individuals or organizations that work on the
Providers' behalf.

Select the name of a Connection to update or view more information about that connection.

Search By: *Employer Name Search Clear

Cox Pharmacy  EIN:**-*==0099

b. then expand the Pnader and/or Surrogate by selecting tl[+| next to the Provider or
Surrogate name.

[=) Cox Pharmacy
Cox Pharmacy is a surrogate for the following providers:

Cox Pharmacy has been authorized to work on behalf of the Individual Provider(s) or Healthcare Organization(s) listed
below. Use the Find Provider button below to initiate a request to work on behalf of a Provider or Organization not listed

here.
Find Provider
Name NPI Tracking ID Business Function Access Status
(=) Man, Jack Lynn 1609156447 S7724784 PECOS Pending
57724785 EHR Incentive Program Pending
S7724786 NPPES Pending

SNOW, JON

Cox Pharmacy has authorized the following surrogates:

The following Individual(s) or Organization(s) have been authorized to work on behalf of Cox Pharmacy Use the Add
Surrogate button to initiate the process of authorizing an Individual or Organization to work on behalf of Cox Pharmacy.

Add Surrogate

Name Tracking ID Business Function Access Status

Doe, John

Eye Care, PC

(=) trussell pharmacy S7724781 PECOS Pending
57724782 EHR Incentive Program Pending
57724783 NPPES Pending

c. select the Tracking ID next to the Business Function you wish to Approve or Reject
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MName

E] Man, Jack Lynn

NPI

1609156447

Tracking ID

S7724784

S7724785

S7724786

Business Function
PECOS

EHR Incentive Program

NPPES

Access Status
Pending
Pending

Pending

d. you will be navigated to th€onnection Detaipage where you can select the Approve o
Reject button next to the pending surrogacy connection you with to Approve/Reject
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Home My Profile

My Connections My Staff

My Connection » Connection Detail « Back to Previous Page

Provider Details

Name: Jack Man

View Other Name(g)

Doing Business As (DBA):

Phone: 703-430-3980

NPI: 1609156447

Business Mailing Address: 4818 Shepherd Dr

City: STERLING
State:
ZIP Code: 20164

E-mail Address:

Business Functions Details

Business Function
PECOS
EHR Incentive Program

NPPES

Document Management:

Suite Bb

Optional Surrogacy Confirmation

Requested Date Access Status Tracking ID  Available Actions

07/31/2019 pending 57724784
07/31/2019 Pending 57724785

07/31/2019 panding 57724786 [Approve | [ Reject |

You can uplead, view, and delete documents. You can also view, add, and delete comments related to the uploaded documents

More information about Uploaded Documents

0 of the total required 3 documents for completion have been uploaded.

File Name Document Type Comments Date Added Actions

Add a Document |

NPI(s) Associated with this Provider:

Provider Name Doing Business As  NPL Business Mailing Address

Jack Man

Notes

Date

07/31/2019
07/31/2019

07/31/2019

1609156447 4818 Shepherd Dr, Suite B6 STERLING, VA 20164

Account Activity Note
Access to PECOS was requested.
Access to NPPES was requested.

Access to EHR Incentive Program was
requested.
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e. you will then be asked to confirm your action

( S Centers for Medicare & Medicaid Services e

Identity & Access Management System @) Help

Home My Profile My Connections My Staff

My Connection » Approve Connection

iy By approving provider Jack Man's request, surrogate Cox Pharmacy is agreeing to work on behalf of this provider in the
PECOS system. Select Submit to continue.

CEN) | -

Or if you are rejecting a request

 Centers for Medicare & Medicaid Services e aspla AaronCox  Sign Out
Identity & Access Management System [z Help
Home My Profile My Connections My Staff

My Connection » Reject Connection
* indicates required field(s)

[\ By rejecting provider Jack Man's request, surrogate Cox Pharmacy is declining to work on behalf of this provider in the
EHR Incentive Program system. Select Submit to continue.

* Reason
|- Select One - ﬂ|

EETNNY | o

f. repeat this process until each connection is approved or rejected.
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How to Manageyour Employees and Their Access

Note: Only an Authorized Official (AO)Access ManagéAM) hasthe abilityto manageSaff for their
employers.

TheAO orAM of the employershould firstLog in to I&A and navigate to tiy Stafftab

Identity & Access Management System Help
Home My Profile My Connections My Staff
[ Manage My Employer's Staff ]
Home
News & Alerts

Locate the Staff Endser whose access you wish to Modify by scrolling down the sareesing the
Search By: Last Name / First Name search boxes.

Howtoviewl adl FF dzaSNR& I 00Saa
+ASg ail Tssont@AStNESiaffageddtBe My Stafftab

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name| Employee First Name|

Employer Name| | Search Clear
Name v Role pecos  FHRIncentive yonpq

Program

Jones, Samuel | Medify |
nppes, Kavitha [ Modify |
Shelton, Blake | Modify |
Zebra, Jack [ Modify |

1. Selectthe & (plus $gn icon)next to theEmployerNameto expand the employer to see the list of
providersand business functiorfer whichthe employerhas beerd: LILINE SR (2 62NJ 2V
behalf in the identified application.

2. With the employerexpancded, the screendisplaysthe list of providersand thebusiness function

access that has been granted to the user via the surrogacy connection between the Employer and the
Provider.
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Identity & Access Management System Help
Home My Profile My Connections My Staff
My Staff - Active Staff
Role Requests Inactive Staff Add Staff
Active Staff
Search by: Employee Last Name| Employee First Name |
Employer Name| | Search Clear
Name v Role PECOS EHﬁmce"ti"e NPPES
rogram
1115, mcm [ Modify |
ab, test (“Wodity |
Atoh, Michelle [ Modify |
callahan, Joan [ Modify |
Corrigan, Rachel June [ Modify |
(=) Frabel, Donald [ Modify |
Frabel, Donald Staff End User ¥/ EHR NPPES
NPI: 1649240706 PECOS
NOT-COMVERTED-coleywe
[+ test Access Manager v ¥/ EHR < MPPES
EIN: *=-*=*1119 PECOS
NOT-COMVERTED-coleywe
kim0, john [ Modify |
Howtoa2 RATé | aul+¥F dzaSNRa I OO0OSaa
1. Selectthe Modify button under theRoleheading nekto the staff userwhose access you wish to
modify
Name v Role pecos  EHRIncentive \.,.0q

Jones, Samuel

nppes, Kavitha
Shelton, Blake
Zebra, Jack Medify

Program
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2. TheModify Staffpage willdisplay.

Identity & Access Management System (@ Help
Home My Profile My Connections My Staff
My Staff » Modify Staff = Back to Previous Page

* indicates required field(s)

As an Authorized Official or Access Manager for your employer, you have the ability te manage staff.

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Access
Managers and Staff End Users associated with your employer.

For the employers for which you are an Access Manager, you have the ability te modify and add access to Staff End
Users associated with your employer.

Approved Authorized Officials and Access Managers automatically have access to all business functions associated with
their Provider Employers, as well as, access to all business functions for Providers for which their employer has an
approved surrogacy connection.

Staff End Users must be granted access to their Provider Employers and Providers for which their employer has an
approved surrogacy connection.

Access to employer Business Functions can be granted/removed and Submitted on this page.

Select the Add Access button to grant the user access to employer and any Provider for which that employer has an
approved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/remove this
user access to Providers for which that employer has an approved surrogacy connection.

The Medify All Current Access button will allow you to medify the user’s access to all of the employers to which the
user is currently associated.

= If the Role is not selected, only the Business Functions for which the user is identified as a Staff End User will be
modified.

= If the Role is selected, only the employers for which you have the authority to assign the user the selected Role will be
modified.

Eleven-six, MFA

Modify All Current Access Role | _ Selectone— v | PECOS EHR NPPES
Employer Role PECOS  EHR  NPPES

BECOS = NFFI
S mercy ECOS EHR NPPES

EIN: **-***56568

Modify Access “;Eulilsi",ﬂh:’:égggy fecsss Hanzqer rRees = e

On this page you have 2 options.

1) Y2RATE GKS dzaSNRa 9YLX 2& SN I OMOEHAL Curreént Acfesbar2 T & 2 d

2) Modify/Addingli KS dz0O8@& (2 | ALISOATAO 9YLIX 28SNJ 2N Y2R
providers for which the Employer is an approved surrogate.

a2ZRATE@AY3I | {dGFFF 'aSNnRa |O00Saa G2 Iff 9YLIX28SNA |

Modify All Cumrent Access Role |—Se|em0ne-- ﬂ| [Jpecos [CJeHr [l NPPES

Using theModify All Current Accesbar, you can select a Raed Business Function access to be applied to the
user for ALL employers. This is useful when trying to grant a Staff End User access to all of your employers.
To do this:

1. Simply select the Role you wish to assign from the Role dropdown box
2. Select theBusiness Functions you want to grant access to
3. Select theModify All Current Accesbutton

a2zRAFe&AY3A I { askotided with SrieBraployain® S a &
Tomodify or add access forspecific employe? NJ Y2 RA & (srBgatd dcteForprodz@rS Ml &
which the employer is an approved surrogate, selecthtaglify Accesor Add Acces$utton next to the
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RSaAaANBR SYLX 2& SN LT y2 odzidi2y SEAaGaT (GKSy eé2dz R2
with the employer (for exanlpg, Access Managsicannotmanage othelAccess Managseraccess)
Modifying Access.

1. Select theModify Accesdutton next to the Employer you wish to modify access for

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

As an Authorized or Access Manager for your employer, you have the ability to manage staff.

For the employers for which you are an Authorized Official, you have the ability to modify and add access to Delegated
Officials and Staff End Users associated with your employer.

For the employers for which you are an Access Manager, you have the ability to modify and add access to Staff End
Users associated with your employer.

Approved Authorized or Access Managers automatically have access to all business functions associated with their
Provider Employers, as well as, access to all business functions for Providers for which their employer has an approved
surrogacy connection.

Staff End Users must be granted access to their Provider Employers and Providers for which their employer has an
approved surrogacy connection.

Access to employer Business Functions can be granted/removed and Submittad on this page.

Select the Add Access button to grant the user access to employer and any Provider for which that employer has an
approved surrogacy connection.

Select the Modify Access button to modify the user's Role, Remove user's access to this employer, or grant/ramove this
user access to Providers for which that employer has an approved surrogacy connection.

The Modify All Current Access button will allow you to modify the user's access to all of the employers to which the
user is currently associated.

« If the Role is not selected, only the Business Functions for which the user is identified as a Staff End User will be

modified.
« If the Role is selected, only the employers for which you have the authority to assign the user the selected Role will be
modified.
1115, mcm
Modify All Current Access Role | Select One — v PECOS EHR NPPES
— Select One —
Staff End User
Employer Access Manager PECOS EHR  NPPES
Aalskdfhawioeru PECOS EHR MPPES
Sddfccess NPL: #22224224
Callahan, Joan PECOS EHR NPPES
Sddfccess NPI: 1053381996
Frabel, Donald PECOS EHR MPPES
Rildhsssss NPL: 1649240708
. test Access Manager “ PECOS “ EHR + MNPPES
Modify Access EIN: ==_**=1{1Q
Add A TEST FECOS EHR MPPES

2. You will be navigated to the Modify Staff page
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Home My Profile My Connections My Staff

My Staff » Modify Staff « Back to Previous Page

* indicates required field(s)

Jones, Samuel

Employer Role PECOS EHR NPPES

GDIT M pEcos MEHR M NPPES
EIN: **-***7777 Staff End User v

sam.jones@email.com

Provider [Ipecos [IEHR [INPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

xyz pharmacy EIN: **-***7337 [ mpPES

TRUSSELL MEDICAL ASSOCIATES, PC EIN: *=-=**9026 [Jrecos

Send e-mail notification to staff user when modifying their access

O] | -

Here you will;
a. select the Role or move access by selectitp AccesgDisassociate)
Employer Role PECOS EHR NPPES
trusseglﬁl:laxzﬂig?rggjd Access Manager 'l ¢ PECOS “ EHR < NPPES
mfal106@test.com Staff End User

focess Manage:

Mo Access (Disassociate)

Prenvidae PFRONS FHD MNDDPFS
i. If you are an AQor the selected Employeryou willhave three Role options
1) Staff End User
2) Access Manager
3) No Accessl{isassociate

ii. If you are arAM for the selected Employeryou willhave two Role opbns
1) Staff End User
2) No Accessl{isassociate
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b. select theEmployer Business functions you wish to grant the user access to

Employer Role PECOS EHR MPPES
t Il pl PECOS EHR MNPPES
russeEIE:‘?:mﬁﬂggf4 Access Manager v | =
mfal106@test.com Staff End User
Access Manager
Mo Access (Disassociate)
Pravidar PFONS FHR MNPPFS

c. select the surrogate Business functions you wish to grant the user access to
To grant a Staff End User access to a provider, yoincividuallycheck thecheckboxnext to
the Business Function($dr the desiredprovider(s) or you can grant access to all provideys
checking thecheckbox(es)n the Provider column header row.

Provider Opecos [JeHr []NPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as a surrogate

xyz pharmacy EIN: **-***7337 L] NPPES

TRUSSELL MEDICAL ASSOCIATES, PC EIN: **-***9026 [lpecos

IMPORTANTPer CMS security standards the I&A pagjetineout after about 1815 minutes of

inactivity. Simply checking boxes on the screen will cause the page to timeout so CMS encourages

users to select 1020 providers for their Staff End User (or as many providers as you can select) and
selectthe Submit button to ensure the page does not timeout.he AO oAM should then go back to
Y2RATE GKS {{GFFF 9yR !'aSNRa I 002dzyd FyR O2y{Ayadz

3. Onceyou haveassigned the appropriate accetssthe staff userscroll to the bottom of the page,
choose whethepr not they wish to send an-mail notification to the staff user, anselectthe
Submitbutton.

4. After the Staff End User is assigned access to the provideiBjhe AO orAM selectthe Submit
button the Staff End Usemust wait up to 2 hours for the system to synchronize the account
updatesto the EHR systemAfter 2 hours the Staff End User can log in to EHR and work on behalf of
the provider(s).

5. ¢2 NBY20S | {GFFF 9y R ! &SND-#abbvdMS@Ainsieadof I LINR OA R
checking the checkbgyouwould uncheck the checkbox next to tBaisiness Function(s) of the
provider for whom the Staff End User should no longer have access.
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How to approve staff user request

ApprovedAuthorized Officialand Access Managewill see theMy Staff. Select theRole Requestbutton to
navigate to theMy Staff Pending Role Requeptje.

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

New employer requests and role change requests that you have the ability/rights to take action on will display.
You will have the abilityoteither approve or reject the request.

Last Logged on 0470972020 10:43AM

(ﬁs Centers for Medicare & Medicaid Services L et ey

Identity & Access Management System

Help
Home My Profile My Connections My Staff
My Staff - Pending Role Requests
Active Staff Inactive Staff Add Staff
Pending Role Requests
Search by: Employee Last Name| Employee First Name |
Employer Name| ‘ Search Clear
Name ~

Current Role Request Role Action

Swick, Sean Access Manager | Approve || Reject |
trussell pharmacy
EIN: **-***gg74

sean.swick@mail.com

Zebra, Jack Staff End User | Approve || Reject |
mercy

EIN: **-*=*5558

jack@email.com

Once you select thApprove or Rejectbutton you will be navigated to theoafirmation page. You have the

ability to send an enail notification to the requestor. If you uncheck the checkbox, snoad notificaion will be
sent. Once you have reviewed your action, selectShbmitbutton the request.
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Home My Profile My Connections My Staff

My Staff » Modify Staff » Role Request Approval Confirmation « Back to Previous Page

M\ By selecting Submit you are approving the role request for Terri Simms to be a Staff End User for Man, Jack. Select
Submit to continue.

Send e-mail notification to staff user when approving their access

N |

How to Invite a Staff User

Note: Only anAuthorized OfficialAO) can inviteAccess ManagerAMs), while both AOs andMscan invite a
Staff End UsersSSgEW)for their employers.

1. Loginto I&A and navigate to tiMy Stafftab

2. Selectthe Add Staffbutton.

Home My Profile My Connections My Staff

My Staff - Active Staff

Role Requests Inactive Staff Add Staff

Active Staff
Search by: Employee Last Name | Employee First Name |

Employer Name | | Search Clear
Name ~ Role pEcos MR Incentive . ,n.q

Program

Jones, Samuel
nppes, Kavitha
Shelton, Blake
WACKER, RICHARD
Zebra, Jack Meodify
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3. OntheAdd Staffpage, the AOoAMB A f f Sy dSNJ 0 KS dza SND&maCadti@ssi b | Y S
then select the employer you wish to add the user agamployee.

Home My Profile My Connections My Staff

My Staff » Add Staff « Back to Previous Page

# indicates required field(s)

Enter the name and e-mail address of the new staff user you wish to add. Note that the specified e-mail address will be
assigned to all the selected employers.

Then, select the Employer(s) the staff user is to be granted access to and the select Role the staff user should have for
that employer.

Please be aware the PIN generated for this invitation will expire in 72 hours.

* First Name:

l |
Middle Name:

l |
* Last Name:

I |
* E-mail Address:

I |

#* Confirm E-mail Address:

I |

[l Employer Role [ Select One — OO pecos [JEHR [ NPPES
O g\;} gig_grlegglo I Seloct One — | PECOS EHR NPPES
O EPNF:F‘“‘—**“???? [--Select One — | PECOS EHR NPPES
., [=SeectOne - [l Crecos Beeo Fes
N e [Sstone m (recos Dee o Cweees
= EESSTLPEELE;;: [-—Select One -- |

Y | -
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4. When you check the checkbox next to the Employer the Role dropdown will become enabled and you
can select the rolgou with to assign to the uself you are an Authorized Official for tliEemployer
you will be able tassigrthe user the roleof Staff End Usesr Access Managerlf you arean Access
Managerfor the Employer, you withnly be able to assign the user the role of Staff End U¥eu will
also select the Business Functiongglich will grant the user access to the Employer i@ tiamed
CMS application.

IS Centers for Medicare & Medicaid Services e
Identity & Access Management System (2] Help
Home My Profile My Connections My Staff
My Staff » Modify Staff » Add Access = Back to Previous Page

* indicates required field(s)

Jones, Samuel

Employer Role PECOS EHR NPPES
merc PECOS EHR NPPES
EII-T: #k_wxEgoon — Select One — v =

Staff End User

*I1dentify the Staff User's Contact E-mail Address for this Employer:

Use Primary E-mail Address OR Enter E-mail Address: Confirm E-mail Address:

Provider PECOS EHR NPPES

No Active Surrogate Connections

# Send e-mail notification to staff user when modifying their access

Business functions are only available for employers who are providers (i.e., they have an active NPI in
NPPES). If an employer has no active NPI, the business functions will not appear.
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5. You can also grant access to multiple doyprs at once by using the checkboxes and Role in the
Header row. The same applies for the Baess Functions (PECOS, Ediid,NPPBES

@I S Centers for Medicare & Medicaid Services A e e

Identity & Access Management System (@) Help
Home My Profile My Connections My Staff
My Staff » Modify Staff = Back to Previous Page

* indicates required field(s)

Eleven-six, MFA
Employer Role PECOS EHR  NPPES

trussell pharmac “ PECOS “ EHR < NPPES
mfal106 @test.com Staff End User
Access Manager
Mo Access (Disassociate)

Provider PECOS EHR NPPES

Optional: Provider EINs/NPIs and Business Functions available for the employer as & surrogate

Claiming Org Number One EIN: **-***3939 ¥ PECOS 7 EHR “ NPPES
Cox Pharmacy EIN: **-***0099 ¥ PECOS 7 EHR “ NPPES
David Matthews NPI: 1043447394 * PECOS

Jack Man NPI: 1609156447 ¥ PECOS 7 EHR

LAURA AHN NPI: 1518159123 * PECOS

SAMUEL AKL NPI: 1275754137 “ PECOS

# Send e-mail notification to staff user when modifying their access

Lowme ) T

6. AfteryouO2 Y LI S S Rol&aSdBagmesNHRriction(selectionfor the employer selectthe
Submitbutton

(suwmi ) [RJ—
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7. TheSubmitbutton will take you to theAdd Staff > Reviepage where you will verify the information
for accuracy.lt is important that the email address entered in the Add Staff pagedsurate so the
Staff End User will receive their invitation andNRd register.Once the information isomplete
selectthe Continuebutton.

Home My Profile My Connections My Staff

My Staff » Add Staff » Review « Back to Previous Page

Please verify the information for accuracy. The e-mail address you have entered must be correct in order for the staff user to
receive their invitation and PIN to register.

First Name: Jane

Middle Name:

Last Name: Doe

E-mail Address: jane.doe@email.com

Employer Role Business Functions
AAG Org One Staff End User PECOS

EIN: *=-=**3910

SNOW, JON Staff End User PECOS
NPI: 1679853410

comse ) RS

8. Upon selectinghe Continuebutton ane-mail invitewill be sent to the Enail Address you entered
and you will be navigated to an Add Staff confirmation page.

Identity & Access Management System [Z] Help

Home My Profile My Connections My Staff

My Staff » Add Staff

(D You have successfully invited a new staff user to register. An e-mail invitation to register has been sent to the new staff
user with a PIN that will expire in 72 hours.
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9. Below is arexample of the emailinvitation that is generated.

From: donotreply@cms.gov
To: jane.doeg@email.com
Subject:, 2 dzBe@Snvited to register with the Centers for Medicare and Medicaid Identity & Access Syster

Jon Snow requested that you register as a s taff user for your employer(s) AAG
Org One, JON SNOW in the Centers for Medicare and Medicaid Services Identity

& Access (I&A) system. To continue, please either click on the PIN Entry Page

link provided below or cut and paste the link into your browser an d enter the

e- mail address and the PIN provided below. Note that the PIN will expire in

72 hours if not used.

PIN Entry Page: https://nppes.cms.cmstest/IAWeb/register/register_pin.do
PIN: 2534694877
Invitation Tracking ID: 111355

Systems that c urrently accept I&A log in credentials:
Internet - based PECOS (https://pecos.cms.hhs.gov)

EHR Incentive Program (https://ehrincentives.cms.gov)
NPPES (https://nppes.cms.hhs.gov)

Please do not reply to this message via e - mail. This address is automated,
unattended, and cannot help with questions or requests. If you have any
guestions, please contact the External User Services (EUS) Help Desk:

External User Services (EUS) Help Desk

PO Box 792750

San Antonio, TX 78279

1- 866- 484 - 8049

EUSSupport@cgi.com
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10. The newly added Staff End User will exist onltheStafftab under thelnactive Stafheading,
Registration Pending, until he/she registers in I&A.

Identity & Access Management System Help

Home My Profile My Connections My Staff

My Staff - Inactive Staff

Active Staff Role Requests Add Staff
Inactive Staff
Search by: Employee Last Name | Employee First Name |
Employer Name | | Search Clear
EHR Incentive
Name » Role PECOS Program NPPES Notes
Abdulrahman, Ramzi
(5] Doe, Jane | Caneel |
AAG Org One Staff End User e EHR MPPES Registration Pending
EIN: *=-***g01Q PECOS
jane.doe@emails.com
SNOW, JON Staff End User ud EHR NPPES Registration Pending
NPI: 1679853410 PECOS

jane.doe@emails.com

hgj, nhgjhg
Quick, Susan

Slack, Suzanne

Once the user accepts the invitation (ddew New I&A Users Register from a StafftBdsers (SEU) or
Access ManagefAM) Invitation andHow New I&A Users Register from a Staff End Users (SEU) or
Access ManagefAM) Invitation sections of this documepthe user will show under thActive Staff
heading on theMy Staffpage
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How New I&A Uses Register from a Staff End Users (SBUAccess ManagefAM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access thetail and look for enail Subject You've been invited to resfier with
the Centers for Medicare and Medicaid ldentity & Access Sys#mrexample of this-enail is
available in step 8 of thelowto Invite a Staff End User (SEU).

2. In the body of the eanail the Staff End User should locate the web address provided it textPIN
Entry Pageand copy and paste the web address in his/her Internet browsersatettEnter.

3. The user is then navigated to tAeerms and Conditiorgage where they should review and terms and
conditions. To continue, the user muskelectthe Acceptbutton.

AS Centers for Medicare & Medicaid Services

Identity & Access Management System Help

Terms and Conditions

You are accessing a U.S. Government information system, which includes: (1) this computer, (2) this computer network,
(3) all computers connected to this network, and (4) all devices and storage media attached to this network or to a
computer on this network. This information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this system may result in disciplinary action, as well as civil and criminal penalties.

By using this information system, you understand and consent to the following:

* You have no reasonable expectation of privacy regarding any communication or data transiting or stored on this
information system.

* At any time, and for any lawful Government purpose, the Government may menitor, intercept, and search and seize
any communication or data transiting or stored on this information system.

* Any communication or data transiting or stored on this information system may be disclosed or used for any lawful
Government purpose.

* Our system uses Cookies for security purposes to ensure that unauthorized users cannot bypass our Multi-Factor
Authentication. The cookies are not storing persenally identifiable information about our users. For increased security to
your account, please make sure Cookies are enabled in your browser.

To continue, you must accept the terms and conditions. If you decline, you will not be able to continue.
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4. The user is then directed to tHenter Pirpage.
a. The user will enter the-enail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of theneail
c. Andselectthe Submitbutton to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

Y | -

5. On thelnvited Usempage, the user will decide if he/she is new to IQRif he/she is already a

registered I&A user.
Important: The invited user must register sign in under his/her own accoumnipt the account of the
person who sent the invitation.

a. Useswho have already registered will enter their User ID and Passwordeladtthe Sign In

button

b. Users who are new to 1&A wiklectthe Continue To Registratiobutton
The steps that follow are for a user who is new to I&ew I&A user wilelectthe Continue To
Registrationbutton.
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(ﬁ S Centers for Medicare & Medicaid Services

Identity & Access Management System

Invited User

Help

(0] Important Note:

protect your account.

If you are new to I8A and have not yet registered, please continue with User Registration.
If you are already a registered I8A user, please sign in using your I8A User ID and password.
It is important that you complete this action now. If you are unable to continue at this time, please close your browser to

Sign In
# indicates required field(s)
* User ID:

* Password:

6. After selecing theContinue to Registratiorbutton, the user is takethrough the User Registration

Process. (see th€reateYourAccountexample)

7. Once the user has completedleating their account, the can navigate to thly Profiletab and scroll
to the bottom of the page to see their Approvedhployer relationships under th&mployer

Information section.

My Role with this

My Status with this

R e Employer = Employer ~ RECUS £l b B

AAG Org One Staff End User Approved YES NO NO

SNOW, JON Staff End User Approved YES NO NO
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How anExisting 18A User Responds ta Staff End Users (SEQ)Acess Managef(AM) Invitation

Note: PINs included in the Staff End User Invitation will expire in 72 hours if not used.

1. The user should access theim®il and look for email Subject You've been invited to register with
the Centers for Medicare and Medidaldentity & Access SysterAn example of this-enail is
available in step 8 of thelowto Invite a Staff End User (SEU).

2. In the body of the anail the Staff End User should locate the web address provided after th@thixt
Entry Pageand copy and pas the web address in his/her Internet browser aselectEnter.

3. The user is then navigated to tAeerms and Conditiorgage where they should review and terms and
conditions. To continue, the user musklectthe Acceptbutton.

4. The user is then directkto the Enter Pirpage.
a. The user will enter the-enail address where they received the Staff End User Invitation
b. Enter the PIN found in the body of theneail
c. Andselectthe Submitbutton to continue

Enter PIN

* indicates required field(s)

*E-mail Address:

*PIN:

o) [

5. On thelnvited Usempage, the user will decidelife/she is new to I&AORif he/she is already a
registered I&A user.
Important: The invited user must register sign in under his/her own accoumnipt the account of the
person who sent the invitation.
a. Useswho have already registered will enter théiiser ID and Password asdlectthe Sign In
button
b. Users who are new to 1&A wiklectthe Continue To Registratiobutton

The steps that follow are for a user who has already registered in I&A and has a user ID and
password.The user will enter his/heUser ID and Password asélectthe Sign Inbutton.
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6. The usemwill then log in and navigate tthe My Profiletab and scroll to the bottom of the page to see
their Approved Staff End User status under Ermaployer Informatiorsection.

My Role with this My Status with this

e Employer « Employer « FEELE £l BIEEES
AAG Org One Staff End User Approved YES NO NO
SNOW, JON Staff End User Approved YES NO NO

7. Staff End Userdve the ability to cancel their initial Employer Role Request for theirAMDand SEU
(This can only be canceled before the request is approved or being processed) as well as Disassociate
themselves from their current employer.
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How to Cancelan EmployerRequest

Employer Request camnly be canceled before the request is approved or being processed.

Please follow the following steps to cancel an Employer Request:

Step 1:

Login to 1&A and click on My Profile Tab. Scroll to bottom of page and clieksijaiconnext to the employer
name (Status must be Pending Approval).

Scroll down and click on the button that says Cancel Employer Request.

Employer Information

My Role with this My Status with this

A T Employer Employer v (HEHDE ELIR A
(=] cox Pharmacy Authorized Official Pending Approval NO NO NO
NPI: No Active NPI Tracking Id

EIN: ==-=**0099 A61596336

Mailing Address:

5170 Sumerduck Rd
Sumerduck, VA, 22742-2043
United States

Phone Number: 540-347-9999
Fax Number:

My E-mail:
1ohn.doe@email.com

Edit E-mail Address

View Other Name(s)

View Uploaded Document(s)

View NPI(s)

Cancel Employer Request
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Step 2:
St2¢3 e2dz Ol y aSsves (&8 t@ENpbEiReduest. 3 St SO0 a
Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Employer Request » Confirmation and Review « Back to Previous Page

A\ Are you sure you want to Cancel Employer Request?

Yes ' I Cancel

The status withyour Employerwill be Cancelled.

Employer Information

My Role with this My Status with this

Employer + R PECOS EHR NPPES

Employer

! cox Pharmacy Authorized Official Cancelled NO NO NO

How to Cancela Pending EmployeRole ChangeRequest

Employer Role Change Requests @aly be canceled before the request is approved or being processed.

Follow the following steps t@ancel youEmployemRole ChangRequest:
Step 1:
Login to 1&A and click on My Profile T&groll down to the Employer Information section.

In the example below,ou will see in the user is an ApprovAdcess Managdor OrganizationaProvider
AAG Org Onand has submitted a RoIChange Request to la@ Authorized Official

Selectthe + sigriconnext to the employer nam& expand the employer

My Role with this My Status with this

Employer - Employer - Employer ~ PECOS EHR NPPES
mercy Access Manager Approved YES YES YES
Authorized Official Pending Approval YES YES YES
Tracking Id A74991
trussell pharmacy Authorized Officia Approved YES YES YES

If you wish to add an employer, click "Add an Employer”. | Add an Employer

If you are requesting to be an Authorized Official or Access Manager for an employer and you are an approved
Authorized Official or Delegated Official in PECOS for that employer, your request may be automatically approved
within 24 hours.
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Step 2:

Select theCancel Pending Role Change Requmston to cancel the Role Change Request that is Pending
Approval.

Step 3

Confirm you wish to Cancel your pending Role Change Requsstdméng dYes &

Identity & Access Management System Help
Home My Profile My Connections My Staff
My Profile » Cancel Role Change Request » Confirmation and Review « Back to Previous Page

[\ Are you sure you wish to cancel pending role change request?

Yes b | Cancel

You will then see that your Role Change Request no longer exists and your Role and Status with your Employer is
unchanged

My Role with this My Status with this

Employer - Employer Employer PECOS EHR NPPES
AAG Org One Staff End User Approved YES NO NO
SNOW, JON Staff End User Approved YES NO NO

How to Disassociatdrom YourEmployer

You carDisassociate yourself from an Employer if your status with the Employer is Apogigau are not an
Individual Provider trying to disassociate yourself from your own Individual Provider Organization.

In the example below, you will see Individual PROGNJ W2 Ky 52S Q& 9YLJX 28SNJ LY T2NYI
He is currently an approved employee of:

a. Organizational Provider Cox Pharmacy
b. Individual Provider Doe, Jolghis own IP org
c. Individual Provider Trussell, Jack

And is Pending Approval for Organizational Provider Amefharmacy

Empl = r::ole wl:h this :!13‘““ :olth this PECOS EHR NPPES

(2} Amenican Pharmacy Authorized Officia
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John Doe can disassociate himself from Cox Pharmacy and Individual Provider Jack Wiissdhese two
Employers are expanded, tlidsassociate From Employbutton will only be is visiblavailable.

My Role with this My Status with this

Employer = Employer « Employer «

PECOS EHR NPPES

E mercy Access Manager Approved YES YES YES
EIN: *=-*=*5563

Mailing Address:

2273 Research Blvd

Rockville, MD, 20850-3264

United States

Phone Number:

Fax Number:

My E-mai
medhi4

mail.com
Edit E-mail Address

Iodify Employer Information

View Authorized Official(s)

View Access Manager(s)

Request Role Change

View Other Mame(s)

View Upleaded Document(s)

Wiew MPI(s)

Disassociate From Employer

B trussell pharmacy Authorized Official Approved YES YES YES
EIN: **-==%5974

Mailing Address:

8888 first street

suite 200

warrenton, VA, 20186

United States

Phone Number: 833-388-33388 X
88888

Fax Number:

My E-mail:

medhi45@gmail.com

Edit E-mail Address

Modify Employer Information

View Authorized Official(s)

iew Access Manager(s)

View Other Name(s)

View Upleaded Document(s)

View NPI(s)

Disassociate From Employer

If you wish to add an employer, click "Add an Employer”. | Add an Employer |

If you are requesting to be an Authorized Official or Access M, ger for an ployer and you are an approved
Authorized Official or Delegated Official in PECOS for that employer, your request may be automatically approved
within 24 hours.
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However,John Doecannot disassaate himself from his own Individual Provider OrganizatipAmerican
Pharmacy(since he is not currently Approved as an employdéyou expand either one of those two
Employers, you will not seeldisassociated From Employbutton.

Follow the following steps tadisassociatgourself fromYouremployer:

Step 1:

Login to 1&A and click on My Profile Tab. Scroll to bottom of page and click theisosigaxt to the employer
name (Status must be Approved). Scroll down and click on the button thaDssassociate From Employer.

My Role with this My Status with this

Employer = Employer ~ Employer ~ PECOS EHR NPPES

aaab Access Manager Rejected YES YES YES
Tracking Id D54282

(=] aalskdfhawioeru Access Manager Approved YES YES YES

EIN: **-%=%4224

Mailing Address:

400 Red Brook Blvd

Owings Mills, MD, 21117-5172
United States

Phone Number: 555-555-2367
Fax Number:

My E-mail:
jared.wolber@tpgsi.com

Edit E-mail Address

Madify Employer Information

View Authorized Cfficial(s)

View Access IManager(s)

Request Role Change

Yiew Other Name(s)

“iew Uploaded Document(s)

Wiew MPI(s)

Disassociate From Employer

Step 2:
Confirm you wish to Disassociate your pending Role Change Requsedebing dYeg
Identity & Access Management System (2] Help
Home My Profile My Connections My Staff
My Profile » Disassociate Employer » Confirmation and Review % Back to Previous Page

1y Are you sure you want to disassociate from your Employer?

Yes } ] Cancel

The status with your Employer will Besassociated, and you will no longer have Provider access via the
employer relationship
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Employer Information

My Role with this My Status with this

Employer = Empl —c Empl - PECOS EHR MNPPES
[+] american Pharmacy Authorized Official Pending Approval NO MO NO
Tracking Id
AG1601120
[# cox Pharmacy Authorized Official Approved YES YES
[+ Doe, John Authorized Official Approved YES YES YES

(+] Trussell, Jack Staff End User NO NO

How to Retrieve Forgotten User WWhen logging into PECOS

1. From the PECOS logon page the user selemtgot User IDMyperlink. The user is then redirected to
the 1&ARetrieve Forgotten User dnformation page.

! IMPORTANT:

NPPES data is updated to PECOS penodically throughout the day. If you have recently created your NPPES User ID and
Password, or changed any data, please allow couple of hours to one day for your login changes to take effect,

PECOS supports the Medicare Provider and Suppler enroliment process by alowing registered users 10 securely and electronicaly subme
and manage Medicare earoliment information

New to PECOS? View our yideos at the bottom of this page

USER LOGIN BECOME A REGISTERED USER
You may use your NPPES or PECOS username and password You may regster for & user account if you are: an ndividual
fo logn Practtoner, Authorized or Delegated Official for a Provider or
Suppler Organizaton, or an ndividual who works on behalf of
*User D Providers or Supplers.
Register for o yser account
* Password
L 2 N mor 1 terng 1 0
Note. If you are 8 Medical Provider or Suppler, you must (egister for
( weN B ' © et
20 NP1 & before encoling with Medicare
Eorgot Passworg?E
Egegot User 0760
Manaoeodate User Protie S
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2. On theRetrieve Forgotten W3 ID- Information page, the user enters his/hermail address and
selecs theContinuebutton.

Retrieve Forgotten User ID - Information

« Back to Previous Page

A\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.
* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

* Date of Birth:

* First Name:

* Last Name:

* personal Phone Number:

L 1

* Home ZIP/ Postal Code:

]
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3. In this example, the user enters the incorreetmail address and receives an error message stating
aThe emall address is not associated with a Useb EDhe user attempts to enter a differentreail
address andelecs theContinuebutton.

Retrieve Forgotten User ID - Information

« Back to Previous Page

@

This e-mail address is not associated with a User ID.

/i\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

|Whilney@email.com | |

* Date of Birth:

* First Name:

* Last Name:

* Personal Phone Number:

L ]

* Home ZIP/ Postal Code:

]

4. The user tries two additional times to enter the correetn@il address associated with his/her
account and after the third attempt when the usselecs theContnue button the user receives an
S NNE NJ Y S a aYodhave &niered dnyhalidéeail address three times. Please enter the User
Information below associated with your account to contidué

Note: Continuebutton under theEmail Informationheadirg is disabled and the user is forced to
complete theUser Informatiorfields.

The user enters the personal information collected in theer Informatiorfields andselecs the
Continuebutton.
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« Back to Previous Pag

@ You have entered an invalid e-mail address three times. Please enter the User Information below associated with your account to
continue.

[\ Note: You have two options for retrieving your User ID.

1. To have your User ID e-mailed to you, enter an e-mail address associated with your account.
2. To have your User ID immediately displayed to you, enter the User Information associated with your account.

If you choose to receive your User ID by e-mail and do not receive the e-mail within 24 hours, please return to this page and
enter the User Information associated with your account.

* indicates required field(s)

E-mail Information OR User Information

* E-mail Address: * Social Security Number (Enter Last 4 Digits):

‘a:)-:@mj.zoom ‘ ‘

* Date of Birth:
‘ Continue u Ex: (MM/DD/YYYY)

I

* First Name:

* Last Name:

* Personal Phone Number:

I

* Home ZIP/ Postal Code:

]

5. On theRetrieve Forgotten User KXConfirmationpage, thedzdi SNJ L5 | 242 O0A G SR g A (K
is displayed. The user must copy/make note of their user |Dsatettthe Continue to Change
Passwordbutton.

Retrieve Forgotten User ID - Confirmation

} ' . The User ID associated with this account is: whitneysteve
Ll

Continue to Change Password’
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6. On theReset Passworpdage, the user is prompted to enter a new password selkgctthe Reset
button The Password Compliance section of the Reset Password page will aid you in creating your new
password. When the compliance is met, you will see a green checkmark next to the compliance.
When the compliance is not met, you will see a red X.

CMS Centersfor Medicare & Medicaid Services

Identity & Access Management System Help

Reset Password « Back to Previous Page

#* indicates required field(s)

Please enter a new password, and the new password again for verification:

* New Password: Password Compliance:

| | Must be different from your previous 6 passwords.
Passwords may only be changed once every 24 hours.

Must be 8-12 alphanumeric characters.

Must contain at least one letter.

Must contain at least one number.

Must contain at least one valid special character.

Must not contain any invalid special characters.

Must not start with numeric characters.

Must not contain three repeating characters.

Must not centain first name or last name.

Must not be the same as the User ID.

New Password must match Confirm New Password.

* Confirm New Password:

RRRILILRRILERL

| e
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(04

Besurdi2 ©@OASg (GKS fAad 2F O f AR &aLJS OaldspeciddehbratlerOG SNBE 06

7. Once the useselect theResetbutton on theReset Passworpage the user is taken to theeset
Forgotten PasswordConfirmationpage. The user wiklectthe Continue to Login Pagkutton
access the 1&A logon screen.

a. Note: The user will alsoreceivearvel Af Yy 20AFAOFGA2Y O2y FANNAY3I G
account has been changed. See an exampteag below

From: donotreply@cms.gov
To: whitney.stevenson@email.test
Subject: Password Change Notification
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